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   L:Virginia,L:NORFOLK,OU:COMNAVNETWARCOM NORFOLK VA(uc) 
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UNLCAS 
ALCOM 047/O9 
MSGID/GENADMIN/NAVNETWARCOM/CIO-3/MAR/2009// 
SUBJ/NAVY TELECOMMUNICATIONS DIRECTIVE (NTD) 02-09 ANNOUNCEMENT  /TOTAL 
WORKFORCE MANAGEMENT SYSTEM (TWMS) INFORMATION /ASSURANCE WORKFORCE 
(IAWF) MODULE//  
 
REF/A/MSGID:DOC/DOD/YMD:20080515// 
REF/B/MSGID:MSG/CNO WASHINGTON DC/291706ZAUG2006//  
REF/C/MSGID:MSG/DON CIO WASHINGTON DC/092050ZMAR2009//  
REF/D/MSGID:MSG/COMNAVNETWARCOM NORFOLK VA/091240ZAPR2006//  
 
NARR/REF A IS DOD 8570.01M IA TRAINING, CERTIFICATION AND WORKFORCE 
MANAGEMENT IMPLEMENTATION MANUAL. REF B IS NAVADMIN 241/08 MESSAGE 
DIRECTING COMMAND ATTENTION TO NETWORK SECURITY AND READINESS. REF C IS 
DON CIO 2009 GUIDANCE. REF D IS NETWARCOM MESSAGE DIRECTING 
IDENTIFICATION OF THE IA WORKFORCE AND ANNOUNCING THE PROCESS FOR IA 
WORKFORCE TRACKING, MONITORING AND REPORTING VIA THE IAWF TOOLBOX.//  
 
POC/HARRINGTON, DANIEL/ITCM/UNIT:COMNAVNETWARCOM/NAME:NORFOLK 
VA/TEL:757-417-6778 X5/EMAIL:DANIEL.HARRINGTON(AT)NAVY.MIL// 
POC/KNITHT, HENRY/CIV/UNIT:NAVNETWARCOM/NAME:NORFOLK,VA/TEL:757-417-
6757 X2/EMAIL:HENRY.KNIGHT(AT)NAVY.MIL//POC/MACDONALD, 
SCOT/CIV/UNIT:CNIC/NAME:SAN DIEGO, CA/TEL:619-545-5557 
/EMAIL:SCOT.MACDONALD(AT)NAVY.MIL//POC/ALEGRE, JOEL /CTR/ 
UNIT:CNIC/NAME:SAN DIEGO/TEL:619-545-2172 /EMAIL:JOEL.ALEGRE.CTR(AT 
NAVY.MIL// 
GENTEXT/REMARKS/1. REFS A THROUGH C REQUIRE THAT NAVY DOCUMENT AND 
MANAGE THE NAVY INFORMATION ASSURANCE WORKFORCE (IAWF). DON CIO 
CHARTERED THE IAWF WORKING GROUP (IAWWG) TO RECOMMEND ENTERPRISE 
SOLUTIONS TO IMPLEMENT REF A. THE IAWWG INCLUDED REPRESENTATIVES OF ALL 
ECHELON II AND NUMBERED FLEET COMMANDS. THE IAWWG INVESTIGATED ALL 
AVAILABLE NAVY SYSTEMS THAT HAD POTENTIAL TO MEET REQUIREMENTS AND 
RECOMMENDED TWMS AS MOST COST EFFECTIVE SYSTEM WITH CAPABILITY TO 
SATISFY SERVICE AND DOD REQUIREMENT TO ELECTRONICALLY TRACK AND MANAGE 
THE NAVY IAWF. 
 
2. EFFECTIVE 15 MAR 2009 TRACKING OF THE NAVY IAWF WILL BE ACCOMPLISHED 
VIA THE IAWF MODULE OF TWMS. ALL NAVY COMMANDS WITH IAWF PERSONNEL ARE 
TO HAVE THE COMMAND IAM REQUEST ACCESS TO THE TWMS IAWF MODULE NOT 
LATER THAN 31 MAR 2009.  
 
 A. IAM PERSONNEL THAT DO NOT CURRENTLY HAVE A TWMS ACCOUNT NEED 
TO REQUEST A TWMS ACCOUNT AT THE TWMS WEBSITE HTTPS:SLANT SLANT 
TWMS.NMCI.NAVY.MIL BY CLICKING ON THE CLICK HERE FOR AN ACCOUNT 
APPLICATION 

https://SLANT�


LINK, WHEN PROMPTED FOR THE ACCESS LEVEL REQUESTED, IAM PERSONNEL 
SHOULD SELECT SECURITY COORDINATOR, COMPLETE THE FORM AND SUBMIT. 
 
 B. ONCE YOU HAVE A TWMS USER ACCOUNT, TO BE GRANTED IAM 
PRIVILEGED ACCESS TO THE MODULE, COMMAND IAM MUST FORWARD LETTER OF 
DESIGNATION AND UNIT IDENTIFICATION CODES FOR ALL UNITS HE/SHE IS 
RESPONSIBLE FOR TO TWMS SUPPORT TEAM AT FAX NUMBER (619)545-5432 DSN 
735-5432 OR VIA EMAIL IN PDF FORMAT TO CNIC POC. 
C. NETWARCOM IAWF TOOL ANNOUNCED REF D WILL BE RETIRED 11 MAR 2009. 
VALIDATED DATA WILL BE UPLOADED TO THE TWMS IAWF MODULE DURING 13-14 
MAR 2009. 
 
3. INFORMATION AVAILABLE IN AUTHORITATIVE DATA SYSTEMS HAS BEEN 
PRE-POPULATED TO EACH COMMAND. BILLET DATA WAS DERIVED FROM TFMMS AND 
SKILL REQUIREMENTS OF REF D. PERSONNEL DATA WAS PULLED FROM APPLICABLE 
PERSONNEL SYSTEMS. TRAINING AND CERTIFICATION DATA WAS PULLED FROM 
APPLICABLE TRAINING DATA BASES. WHERE BILLET IDENTIFICATION NUMBER WAS 
ALREADY ASSIGNED BY THE NAVY DISTRIBUTION SYSTEM PERSONNEL WERE 
PRELOADED INTO THOSE BILLETS. WHERE AN 80 PERCENT MATCH OF PERSONNEL 
ATTRIBUTES TO BILLET REQUIREMENT COULD BE MADE PERSONNEL WERE PRELOADED 
TO THOSE BILLETS. 
 
4. DATA VALIDATION AND VERIFICATION WILL BE ACCOMPLISHED BY EACH 
COMMAND FROM 16 MAR 2009 THROUGH 31 MAY 2009. ALL NAVY COMMANDS WITH 
IAWF PERSONNEL ARE TO ENSURE THAT PERSONNEL ARE MATCHED TO IAWF BILLETS 
DURING THIS TIMEFRAME. ONCE DATA HAS BEEN VALIDATED IAWF MANAGEMENT 
REPORTS WILL BE AVAILABLE IN THE SYSTEM FOR EACH LEVEL OF COMMAND WITH 
DRILL DOWN CAPABILITY WITHIN EACH COMMANDERS AREA OF RESPONSIBILITY. 
 
5. TWMS IAWF MODULE USER GUIDE CAN BE DOWNLOADED FROM THE IAWF 
CERTIFICATION RESOURCES HOME PAGE AT HTTPS:SLANT SLANT 
WWW.FLEETFORCES.NAVY.MIL/NETWARCOM/IA/DEFAULT.ASPX. ONCE PAGE LOADS, 
SELECT THE TWMS IAWF MODULE FOLDER ON THE RIGHT HAND SIDE OF THE PAGE 
FOR DOWNLOADABLE PDF.// 
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Managing Your IA Workforce
Depending on your permissions and access level, TWMS allows you to view 
and/or manage particular information related to your IA Workforce. For 
example, you can identify the IA Category and IA Level for each employee

T i th IA W kf

example, you can identify the IA Category and IA Level for each employee 
as well as add any certifications they may hold.

To view the IA Workforce 
details of an employee*:

1 F th H li k th1. From the Home page click on the
name of the employee that you are 
interested in.

*You must have the appropriate 
access level to view IA Workforce 
information for an employee.
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Managing Your IA Workforce

2. Click the IA Workforce Info
bbutton. 
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Managing Your IA Workforce
Th f di l d h h h IA W kf I f i f hiThe form displayed here shows the IA Workforce Information for this 
employee. You can also view their certifications and any voucher requests 
they may have.

IA Workforce Information 
displayed here

Employee IdentifiedEmployee Identified 
Certifications displayed here
Employee Voucher 
Requests displayed here

*For Official Use Only*  * Safeguard in accordance with the provisions of the Privacy Act*
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Managing Your IA Workforce

To view and/or edit the IA 
Workforce details of an 
employee*:

1. From the Home page click on the
name of the employee that you are 
interested in.

*You must have the appropriate 
permissions to edit an employee’s

*For Official Use Only*  * Safeguard in accordance with the provisions of the Privacy Act*

permissions to edit an employee s 
IA Workforce information.
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Managing Your IA Workforce

2. Click the IA Workforce Info
button. 
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Managing Your IA Workforce
Th f di l d h h h IA W kf I f i f hiThe form displayed here shows the IA Workforce Information for this 
employee. You can also view and add certifications and view any voucher 
requests.

3. Complete the form with the 
appropriate information using the 
dropdown menus and calendar.dropdown menus and calendar.

Note: The “DOD Workforce IA 
Employee Readiness Status” field p y f
will display a different colored 
status light depending upon 
which of  the requirements of the 
chosen IA Category and IA Level 

4. Click the percentage complete link 
to view the IA Readiness Matrix. *For Official Use Only*  * Safeguard in accordance with the provisions of the Privacy Act*

g y
that have been satisfied. 
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Managing Your IA Workforce
The IA Readiness Matrix displays, for each DoD Workforce IA Category, the 
requirements of that category and the percentage weight of each requirement.

Example:

For all levels of the Technical 
category then the requirements are as 
follows:follows:

• Meeting the listed occupational 
series for APF/NAFI employees or 
the DNEC for military active duty 
(25%)

• 1 or more IA certifications which 
have been included in TWMS 
(25%)(25%)

• 1 or more OS certifications which 
have been included in TWMS 
(25%)

*F Offi i l U O l * * S f d i d i h h i i f h P i A *
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• Privileged Access Agreement 
(PAA) Completed (25%)
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Managing Your IA Workforce

5. Click the Update button after each 
change to the IA Workforce 
InformationInformation. 

*For Official Use Only*  * Safeguard in accordance with the provisions of the Privacy Act*
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Gaining Contractors
Your IA Workforce may consist of a variety of employee types including 
contractors. With the appropriate permissions, TWMS allows you to “gain” 
your contractor employees into your program so you can also administer their

To gain a contractor*:

your contractor employees into your program so you can also administer their 
IA Workforce information.

To gain a contractor*:

1. From the Home Page click the
Add/Gain an Employee button.

*You must have the appropriate 
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employee.



Gaining Contractors
2. Enter, at minimum, the last name of 

the employee or the SSAN.

3. Click Search.

4. From the resulting list, select the 
name of the contractor you would 
like to gain by clicking on the Gain 
Employee button.
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Gaining Contractors
The yellow fields in the new form displayed below must be completed to gain 
this employee. Pre-populated fields can also be changed as needed.

5. Enter the information in each of the 
required yellow fields to complete 
this form.

6. As required, enter or change any of 
the other fields.

7. Click the Submit Contractor
button.
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Gaining Contractors

The new contractor is now 
displayed on the Home pagedisplayed on the Home page 
ready for updates to their IA 
Workforce Information.

*For Official Use Only*  * Safeguard in accordance with the provisions of the Privacy Act*
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TWMS ff id i f il bl Y TWMS

IA Workforce - Reports
TWMS offers a wide variety of reports available to users. Your TWMS 
access level will determine the reports you have access to. Several of these 
reports will help you to manage your IA Workforce.

To view TWMS reports:

1. Click on the Reports Services
button on the Actions Menu.
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IA Workforce - Reports
If you have the IAWF access level 
you will see these reports. The IA 
Workforce reports are displayed 
here Go to step 3here. Go to step 3.

If you have a different TWMS 
access level then by default theaccess level then, by default, the 
“General/Administrative” reports 
will display.

2. To view the IA Workforce 
reports for all other access 
levels, click on the Training & 
Ed i /S i /IA b

15Managing Your IA Workforce, Revision 2.0 April 2009

Education/Security/IA tab.
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IA Workforce - Reports

The IA Workforce reports will be 
displayed here.p y

3. Click on the name of the IA 
Workforce report you would 
like to view.

A filter window will always be 
displayed when running a report. 
This window will provide severalThis window will provide several 
parameters that will help you to 
determine the records you want 
included in your report. 

16Managing Your IA Workforce, Revision 2.0 April 2009

*For Official Use Only*  * Safeguard in accordance with the provisions of the Privacy Act*



IA Workforce - Reports
4. Choose the UIC(s), Navy 

Region/SMC, and Majcom for 
this report. Not choosing 
specific selections of thespecific selections of the 
available parameters will 
generate a report based upon all 
the records you have access to.

5. Click the Generate Report 
button.

6a If you are satisfied with the6a. If you are satisfied with the 
results then click the “Select 
a format” dropdown box and 
choose the desired format of 
this report for exportingthis report for exporting. 

17Managing Your IA Workforce, Revision 2.0 April 2009

*For Official Use Only*  * Safeguard in accordance with the provisions of the Privacy Act*



IA Workforce - Reports
6b. If you are not satisfied with 

the results then select other 
parameters in the filter area. 
Go to step 4.

7. Click “Export”.

Go to step 4. 

8. Depending whether you p g y
would like to view or save the 
report, click either Open or 
Save at the prompt.
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IA Workforce - Dashboard View
The Dashboard provides access to a high-level view of the information 
related to your TWMS account. Displayed in the dashboard are numerous 
charts and tables reflecting the numeric totals of the selections you make.

To view TWMS’ Dashboard:

1. Click on the Dashboard View
button on the Actions Menu.
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IA Workforce - Dashboard View
The default view displays the Current On Board status of the workforce you 
have access to based upon your account profile. 

2. Click on the DON IA 
Workforce tab.
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IA Workforce - Dashboard View
This tab initially displays the readiness percentage of the total IA Workforce 
by BSO.

To drilldown for more details of a 
BSO by SMCs:

3. Click on the SMC link of the 
BSO you are interested in.
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IA Workforce - Dashboard View
This view displays the readiness percentage of the total IA Workforce by 
SMCs within the chosen BSO.

To drilldown for more details of 
an SMC by UICs:

4. Click on the UIC link of the 
SMC you are interested in.

*For Official Use Only*  * Safeguard in accordance with the provisions of the Privacy Act*
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IA Workforce - Dashboard View
This view displays the percentages of the IA Workforce by UICs within the 
chosen SMC.

To drilldown for more details of a 
UIC by Members within the UIC:

5. Click on a Members link of the 
UIC you are interested in.
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IA Workforce - Dashboard View
This tab displays the readiness percentages of an individual within the IA 
Workforce of the selected UIC.
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To apply for a TWMS account:

Applying for a TWMS Account
To apply for a TWMS account:

1. Make sure your Common Access Card 
(CAC) is inserted in its reader and then type 
the following URL in the address bar of yourthe following URL in the address bar of your 
internet browser:

2. Click Yes if you get this dialog box.

3. Select the ID certificate from your CAC and 
then click OK. (In most cases it does not 
matter which certificate you choose)

ADAM.ROBERT 0123456789
ADAM.ROBERT 0123456789ADAM.ROBERT 0123456789
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Applying for a TWMS Account
4. If prompted, enter the PIN of your CAC and 

click OK.

5. Click the button labeled Click here for an 
Account Application.
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Applying for a TWMS Account
6. Enter your last name, first name, and the 

last four digits of your SSN and then click 
Find.

7a. If your name is found in the TWMS 
database then it will appear here. Click 
your name to open the account application 
form.

7b. If your name is not found in the TWMS 
database then click Click here to open the 
account application formaccount application form.
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Applying for a TWMS Account
If your record was found then many of 
the fields will be pre-populated with 
information based upon your TWMS 

8 Enter and/or correct all required fields

p y
record. If your record was not found 
then the form will be completely blank.

8. Enter and/or correct all required fields. 

9. After choosing the access level you are 
requesting select from the available 
modules that you may also require.

10. Create your TWMS password.
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To Log on to TWMS:

Logging on to TWMS
To Log on to TWMS:

1. Make sure your Common Access Card 
(CAC) is inserted in its reader and then type 
the following URL in the address bar of yourthe following URL in the address bar of your 
internet browser:

2. Click Yes if you get this dialog box.

3. Select the ID certificate from your CAC and 
then click OK. (In most cases it does not 
matter which certificate you choose)

ADAM.ROBERT 0123456789
ADAM.ROBERT 0123456789ADAM.ROBERT 0123456789
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Logging on to TWMS
4. If prompted, enter the PIN of your CAC 

and click OK.

5. Enter your password and click Submit or 
press “Enter” on your keyboardpress Enter  on your keyboard.
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