IAWF Announcement: DoD 8570 certification targets for IP Officers (see Part 1) and IT Personnel (see Part 2)
Part 1

Navy Information Assurance Workforce (IAWF) personnel should be working towards certification for the position to which they are assigned. 

The 182X/642X/742X IP designators are identified as the officer component

of the Navy’s core Information Assurance Work Force (IAWF). There are several instructions and directives that delineate the IAWF; DOD 8570.01M, SECNAVINST 5239.2, OPNAVINST 5239.1 and NAVCYBERINST 5239.1. These publications call for the professionalization of the IAWF. The IAWF is that group of people charged with the information assurance/cyber security of the Navy networks and information systems as well as the information carried thereon. IP officers typically serve in positions charged with the management of those networks and the formulation of IA plans and policy. The Navy has determined that all IP officers shall qualify as Information Assurance Managers (IAM) at level II IAW DOD 8570.01M Chapter 4.

What does this mean to IP officers (RL/LDO/CWO)? 

1. IP officers must take and pass the certification exam for either the CISSP

Or SANS Institute GIAC Security Leadership Certification (GSLC).
The IASCA Certified Information Security Managers (CISM) or ISC2 Certified Authorized Professional (CAP) also satisfy the IA certification requirement of DOD 8570.01M. However training for those certifications has not been procured by the Navy, nor is it envisioned that it will be. (O5 and above officers that have completed the IP Intermediate or Advanced Qualification are waived from this requirement only if not serving in an IA position, e.g. CISO, Staff N6, CIO, Developmental DAA).

2. IP officers must complete IA PQS for IAM (NAVEDTRA 43469).
3. IP officers must complete training for ITIL V3 certification.

Training for the above IA certifications and the ITIL V3 certification is available online at:  https://navyiacertprep.skillport.com
(Register as an IP officer. A training plan for CISSP and ITIL V3 will be provided for you with links to all the required courses for those certifications).  Additionally, training for the CISSP is available at: http://www.vte.cert.org and via DL or in-residence at the Naval Postgraduate School. 

NAVCYBERFOR is also offering CISSP and GSLC classes in various Fleet concentration areas, see upcoming class schedule at: 
https://www.portal.navy.mil/cyberfor/IAWF/default.aspx
Under no circumstance should you pay for one of these exams out of your

own pocket. When you are ready to take your certification exam, fill-out and submit an exam voucher at www.cool.navy.mil 

When does this have to be accomplished?

For all officers currently serving in IA positions (COMMO, ADP Officer,

Command ISSM or IAM, CISO, Staff N6 CIO), you have six months from the

date of assignment to complete the requirements. 

For all other 1820/6420/7420, O4 and below officers, certification and

PQS must be completed no later than 31 MAR 2012.
--------------------------------------------------------------------------------

Part 2

IT Personnel

Navy IAWF personnel should be working towards certification for the position to which they are assigned. 

New IT rating training is being put in place that includes pipeline training for the certifications required for IAWF positions. The new IT 'A' school includes training for CompTIA A+ as well as MicroSoft MCP 70-270. Graduates of the new training will hold those certifications and will meet certification requirements for IAT level 1. The 2790 NECÂ has been assigned for new 'A' School graduates, DELTA training will be made available for previous 'A' School grads.

The new SYSADMIN 'C' school will provide training for CompTIA Security + and MicroSoft MCP 70-290 and 70-291. Graduates of the new training will hold those certifications and will meet certification requirements for IAT level 2. There will be a new NEC assigned for new 'C' School graduates. DELTA training will be made available for previous 'C' School (2735) grads.

If you are assigned to an IAT level 1 position you should be working towards the certifications that will be part of the new 'A' School described above.

If you are assigned to an IAT level 2 position or you hold the 2735, 2780 or 2781 NEC then you should be working towards the certifications for the new SYSADMIN 'C' School described above. 

